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Who am I?

Post-Quantum Cryptography:

- schemes run on classical computers

- attacks could exploit quantum computers
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Who am I?

Provable Security

Cryptosystem C Math Problem P

This talk: gentle intro about 

- Multi-Party Computation

- Standardization processes

Goal: convince you that you might be 

interested in standardization too 

Post-Quantum Cryptography:

- schemes run on classical computers

- attacks could exploit quantum computers



Multi-Party (Threshold) Cryptography

- Multiple parties want to run some computation 

without revealing their secret keys.

- What can you distribute? Virtually everything! 

Signing, encrypting, decrypting, key generation, 

….

- Applications: auctions, elections, privacy-

preserving ML…

- VERY OLD: first paper by Andrew Yao in 1982!!

Threshold Cryptography ensures that the 

computation can proceed as long as a threshold 

of parties participates in the computation.
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Security?

- IDEALLY: computation reveals nothing besides 

the output

- Key remains split

⇒No party is a critical point of failure.

- Adversary: can corrupt some parties and 

misbehave

- Various degrees of compromise: from honest-

but-curious, to actively malicious
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Useful in practice?

https://www.partisia.com/tech/multi-party-computation 8



Example: Threshold Signatures

sk1

sk2

sk3

Sign

pk

Verify

Example: 2-out-of-3 threshold sig

- Used in many blockchains (alongside 

multi-signature)

- The signature cannot be forged as long 

as at most one party (or more for larger 

sets of signers) is corrupt.
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Standardization?



What is a standardization process?

• Essentially elections for secure schemes

• Done by multiple entities (ETSI, NIST, FIPS, ISO)

• Mediate between stakeholders (who would like to use these 

protocols in practice) and experts

• Often public and open to everyone!
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• NIST is the standardization body of the US

• It “certifies” algorithms that are ready/safe 

to adopt IRL

• Its actions are often copied by other 

standardization bodies (e.g., ETSI, the 

European standardization body)

• The process is open to external comments 

(from both security people and 

stakeholders)

• We can influence it 

Why do we care about what NIST says?
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Side Quest: standardization in CH?

Swiss Association for Standardization

SNV - Schweizerische Normen-Vereinigung

- Established in 1919 as non-profit organization under 

private law.

- Founding member of ISO and CEN.

- < 650 members from industry and services, associations 

and institutions, public companies and administrative 

authorities.

13https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2024/cri-summit-24.html



How can anyone participate

• Google group is open for everyone to join!

https://csrc.nist.gov/Projects/threshold-cryptography/email-list

• Workshops are free to attend online (at least for now)

• Why do you care:

If cryptanalyst/hacker: try to break our stuff!

If cryptographer: time to submit your candidate MPC protocol!

Else: now you know more about standardization!
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How does standardization happen?

https://nvlpubs.nist.gov/nistpubs/ir/2026/NIST.IR.8214C.pdf 15



Overview of the first previews (1)

SchemeType

5 group-based ThSig:

Gargos (Threshold Schnorr), Classic Schnorr (Threshold Schnorr), FROST (Threshold Schnorr), 

RedETA signatures (Threshold ECDLP-based Signatures), tBLS (Threshold BLS)

Sign

4 threshold ECDSA:

TECLA (2-party Threshold ECDSA), THE-CLASH (n-party Threshold ECDSA), BAM (2-party ECDSA), 

CCGMP (n-party ECDSA) and gadgets

8(+2) PQ thSig:

Haystack (Threshold HBS), Hermine (Threshold Sign) [Lattice-based], LEAST (Threshold Sign) [from 

code-based group-actions], Macaw (Threshold Signature) (from Isogeny-based Group Actions), 

Mithril (Threshold ML-DSA), Quorus (Threshold ML-DSA), Tanuki (Threshold Lattice-based Signature), 

Threshold UOV+MAYO Signatures (Multivariate-based)

https://csrc.nist.gov/Projects/threshold-cryptography/tcall-1
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Overview of the first previews (2)

SchemeType

PQ Threshold PKE:

Amber (Threshold Lattice-based KEM), Kea (Threhold PKE) (from Isogeny-based Group Actions), 
PKE

(threshold) FHE:

FHE (RLWE-based) and Threshold FHE, TFHE (Torus), Nexus (Threshold FHE)

Generic MPC:

Maestro (T-AES), SHArp (T-SHA), MACnifico (T-MAC) and gadgets (inc one-hot vectors), MiniMPC

(Threshold AES+SHA+MAC) and gadgets (inc. OT and garbling), SplitKey (Server-assisted threshold 

signatures and PKE)

Other 2 DKG:

PiVer (Verifiable Secret Sharing), Kakapo (SKG) (from Isogeny-based Group Actions)

3 Distributed ZK:

VOLEith-based ZKPoK, SmallWood (hash-based ZKPoK), ZHEnith (ZKP)

https://csrc.nist.gov/Projects/threshold-cryptography/tcall-1
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Our submission: Tanuki

• PQ threshold signature, 

• 2 rounds(first one preprocesseable) 

• based on standard module-lattice assumptions (and the ROM)

• Assumes trusted key generation (with Shamir’s secret sharing)

• Based on Threshold Raccoon (3-rounds TS from lattices)

Cecilia Boschini, Thomas Espitau, Aaron Kaiser, Shuichi Katsumata, Darya Kaviani, Russell W.F. Lai, Giulio 

Malavolta, Thomas Prest, Peter Schwabe, Akira Takahashi, Kaoru Takemure, Mehdi Tibouchi
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• based on standard module-lattice assumptions (and the ROM)

• Assumes trusted key generation (with Shamir’s secret sharing)

• Based on Threshold Raccoon (3-rounds TS from lattices)

Cecilia Boschini, Thomas Espitau, Aaron Kaiser, Shuichi Katsumata, Darya Kaviani, Russell W.F. Lai, Giulio 

Malavolta, Thomas Prest, Peter Schwabe, Akira Takahashi, Kaoru Takemure, Mehdi Tibouchi

2-round Raccoon 

‘too round raccoon’ 

Tanuki
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Our submission: Tanuki

Schnorr-like ID from 

Lattices

Raccoon Signature 

[dPE+23]

T-Raccoon masking 

[dPK+24]

FROST thresholdization

[KG20]

Tanuki
Fiat-Shamir

Enables two-round 

signing

Enables secure 

instantiations with 

Shamir secret-

sharing
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Our submission: Tanuki

Maybe add slide 10 from akira’s slides just to 

show how it looks
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Tanuki Implementation

Preliminary Experiment:

- Implemented in go with latigo library

- WAN experiments with AWS c5.4xlarge

- 8 regions across 5 continents

- Average RTT: 170.11 ms

- Average network throughput: 183.23 Mbps

Future Directions:

- Reimplement core module in Rust

- Update parameters

- More network experiments

22https://github.com/daryakaviani/ringtail
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Thank you!
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https://eprint.iacr.org/2024/1113.pdf

https://eprint.iacr.org/2024/496.pdf

https://csrc.nist.gov/projects/threshold-cryptography


